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New Methods and Motives:
Adding to the complexity and sheer number of risks

EVOLVING
- THREATS

IT Innovation:
Requiring new ways to
secure the new ways

EVOLVING we collaborate
TECHNOLOGIES

Compliance Spending:
Investing in more point
products to solve more

point problems EVOLVING
COMPLIANCE
BUSINESS
y COMPLEXITY = _
' RISING COSTS )|

Flexibility in
The Global Economy: f Business Methods:
Driving new security EVOLVING ' EVOLVING To improve operations
support requirements ECONOMICS | BUSINESS and serve customers

NEEDS

Complexity remains the biggest security challenge!*
Integration is key to managing the cost and complex ity of the evolving landscape

*InformationWeek 2008 Security Survey
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Web Application Vulnerabilities on the Rise Percentage of Web Application Vulnerabilities with Available Patches
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Figure 22: Parcent of 2008 Web Application Vulnerabilities with No Vendor-Supplied Patch Available
1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 at the End of 2008

Figure 18: Cumulative Count of Web Appiication Vulnerabilities, 7998 - 2008

— In Q4 2008, IBM MSS witnessed millions of SQL Injection attacks
across the world

500,000
100,000 ; — Hackers targeting web applications to steal data and redirect
' I legitimate websites to malicious sites
350,000
300,000 i
i s
o \ L —  90% of vulnerabilities disclosed in 2008 are remotely exploitable
200,000 n
(i.e. hack-able)
150,000
100,000
50,000 — Hackers employing highly complex and malicious techniques to

steal your data
October November December

Figure 21: SQL Injection Attacks Monitored by IBM 155 Managed Security Services, Q4 2008

Source: 2008 IBM ISS X-Force Annual Report
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The Facts:
— Companies that experienced a data breach in 2008 paid an average of $6.6 million to rebuild

their brand and retain clients
— The average number of records exposed in each breach was approx. 33,000

— The estimate cost spent on each consumer record was $202.00

— 84% of the organizations surveyed had at least one data breach or loss prior to 2008

— The 2008 Survey found that “churn” i.e. clients who leave one brand for another, continues to
increase and is highest in Financial and Healthcare sectors.

The average cost of a data breach is escalating:
— Cost in 2008: 6.6 Million
— Cost in 2007: 6.3 Million
— Cost in 2006 : 4.7 Million

«* Some of the news out of this survey is that churn is really happening. People really do care when
organizations screw up and lose their data”

* Dr. Larry Poneman of the Poneman Institute as reported by The Washington Post February 3, 2009




PRESSURE

Cost of the average security
and compliance program

Complexity of the control
environment

Effectiveness of controls in
addressing security risk

Effect of security on
operating Agility

P TIME




Provide immediate
savings and lower
total cost of
ownership

MITIGATE RISKS
Ensure business

continuity

Enable innovation

INCREASE PRODUCTIVITY

Complexity remains the biggest security challenge!*
Integration is key to managing the cost and complex ity of the evolving landscape



Guaranteed Protection

Industry’s leading performance-based service level agreement (SLA) with a cash-back payment enhances overall security posture
Provides protection from known and unknown threats

Lowers Total Cost of Ownership

Reduced complexity

Integrated services reduces security exposures

Virtual-Security Operation Center: expert systems, management portal and global SOC infrastructure provides centralized
management for multi-vendor environments and a comprehensive view of overall security posture to deliver actionable results

Infrastructure optimization

Maximized network uptime, availability, and bandwidth
Seamless integration of disparate security technologies from multiple vendors and maximization of infrastructure investment

Simplification of on-going security management, allows for re-allocation of cost savings

Improves speed to protection and optimizes security capabilities

Global, local capability and scalability for optimization of existing infrastructure
Optimized employee productivity

More efficient use of resources

24/7/365 or coverage on nights, weekends, off-hours

Built-in security expertise (systems, people)

Helps Demonstrate Compliance
Helps address customer internal and regulatory controls for SOX, PCl, GLBA, HIPAA, etc.
Process excellence that clients leverage to meet and maintain compliance
Provides efficiencies in on-going compliance maintenance

*Attack must be confirmed by IBM ISS



Guaranteed Protection — Performance-based Outsourcing

Goes beyond simple event monitoring and device management by
offering the industry’s leading performance-based service level agreement
(SLA) with a cash-back payment* by the leading-edge IBM Internet Security
Systems (ISS) X-Force® research and development team.

Accountability:
Service Provider Accountability/Commitment to
Customer

Reliability:
Leverages best of breed solutions to deliver
guaranteed performance-based SLAs

Protection:

Offers a performance-based SLA with a cash-back
payment of US$50,000 for any security breach
resulting from a successful attack listed on the IBM ISS
X-Force® Certified Attack List, helping to ensure
accountability from the service provider*




Guaranteed Protection — Performance-based Outsourcing

IBM Internet Security Systems

Ahead of the threat” Point of Protection

Vulnerabhility ~ Attack Unleashed Business Loss
- Worms

- Viruses

- Trojan Horses

- DDoS

Other MSPs

Protected
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GUARANTEED
PROTECTION

Keeping You — Ahead of the Threat!




Security Solution

Spend Priority

Access/ID

Firewall

Endpoint Firewall

Virtual Private Network (VPN)
Intrusion Detection Service (IDS)
Antivirus

Anti-spam

Spam Filtering

Web Filtering

Patching

Security Information Management
Vulnerability Assessment (VA)
Other

Source: Customer interviews
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15% | Services

24%

@ Software

9%

7% m Hardware

W Appliances

Enterprises are looking to reduce security complexity
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Lower Total Cost of Ownership - Reduced Complexity

Consolidates multi-vendor environments for easier m anagement and operational focus

ISS, CheckPoint, Cisco, Juniper, Symantec, McAfee, TrendMicro, 3com and more...

Allows organizations to consolidate and efficiently manage global operational footprints

Globally distributed resources, regional/remote offices, mobile workforce, independent
security management, centralized framework

Simplifies information overload...Security Event and Log Data
Example: Firewalls & IDS
Over 150GB of data per week

Generate over 250,000 alerts

Complex environments can generate over 250,000,000 events a
day
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Lower Total Cost of Ownership — Infrastructure Optimization

Aggressive elimination of malicious traffic resulti ng in maximized network uptime, availability, and
bandwidth

Preemptive protection, integrated vulnerability management and security intelligence, expert deployment and configuration
Proactive risk management vs. reactive..."Ahead of the Threat"

Integrated services delivery allows for the seamles s integration of disparate security technologies fro m
multiple vendors together with built in security in telligence allows for improved decision making and
maximization of infrastructure investment

Integrated X-Force security intelligence
Virtual patching
V-SOC XPS automated correlation, normalization and prioritization for both managed and unmanaged devices

Integrated trouble ticketing and workflow for faster, automated remediation

Simplification of on-going security management, all ows for re-allocation of cost savings

V-SOC portal presents single view for overall security management of disparate security technologies from multiple vendors for
both managed and unmanaged devices

V-SOC XPS automates many of the management functions that would other have to be performed manually
Integrated ticketing and workflow for faster, automated remediation

Unlimited security log and event storage in a forensically sound manner for easy retrieval for security investigation and forensics

Improved evaluation, configuration and deployment o f new security technologies, improves speed to
protection and optimizes security capabilities

Expert deployment and policy configuration and tuning to meet your specific business objectives
Utilization of best security practices for compliance
Vendor agnostic capabilities

Global, local capability and scalability for optimi zation of existing infrastructure
Consistent delivery of services from global SOCs with localized language and local resources
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Lower Total Cost of Ownership — Optimized Employee Productivity

Cost optimization for on-going security management

Addresses 24x7x365 coverage requirement (A single seat requires 6 — 9 resources)

Reduces on-going investments in sophisticated analysis tools to accurately identify threats
Reduces requirements for facilities and backend systems to manage

Allows for reallocation of critical resources on business critical initiatives

Extends capabilities leveraging security expertise and best practices (Specialized skills and training )
Augments capabilities with protection, analysis, investigative and resolution skill sets
Augments emergency response capabilities for resolution

Reduces requirements for on-going hiring, training and retention initiatives
Process excellence

Integrates security intelligence for improved decis ion making
Leverages security expertise for proactive threat mitigation and vulnerability protection

Leverages X-Force for improved understanding of the latest attack methods and trends
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Demonstrating Compliance

Satisfies your internal and regulatory controls for SOX, PCI, GLBA, HIPAA, etc.

Collecting, monitoring, archiving logs for access control policy violations (24/7/365)
Reporting for system policies and change control
Documented best practices in security infrastructure management

Integrated delivery of security technologies required by many regulations such as firewall, IDS, Vuln Mgt,
security event and log management, etc.

Process excellence that clients leverage to meetan  d maintain compliance

Provides efficiencies in on-going compliance mainte nance

IBM ISS MSS follows security best practices in accordance to ISO and COBIT standards
e The same standards from which government and industry regulations are written

Physical security, network security, facilities continuity, infrastructure security, fire protection, disaster
recovery, security and privacy policies, certified processes and procedures j

IBM holds some of the industry’s top certifications by which clients can leverage
e SAS70 Type Il attested
« AICPA SysTrust certified for security, availability, & confidentiality

Save time and money maintaining compliance while im proving your security posture!




\ ¥
Security Management Monthly Annual
In-House $82,592 $995,102
ISS Managed Security $37,671 $452,051
Cost Savings $44,921 $543,051

In this example, leveraging a managed protection provider yields a 55% savings
over in-house security

Assumes full security staff of 10 providing 24x7x365 coverage, managing |2 HA Firewalls and 6 IDS engines,
attending 2 training classes/yr, 20% employee turnover, equipment costs allocated over 3 years, and maintenance
costing 15% of total equipment costs.

Source: Internet Security Systems, 2008




IT Spending
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IT Spending — Liberating Funds

TODAY TARGET

New Solutions Liberated funding
for direct saving or
transformational
investment

Strategic Cha
Capaci

New Solutions

ations

Operations Support “Securi ty

Optimization

Services” Operations Support
Operations Maintenance

Operations Maintenance




Redefine and Simplify Risk Management
Re-evaluating priorities to balance risk in light
of evolving challenges

Establish a Total Security Framework

and Solutions Portfolio

Leveraging innovation and integration in considerat ion of
holistic security and IT infrastructure

Simplify the Security Risk Lifecycle
Aligning with business processes to ensure
continuous improvement

Join with a Transformative Security Partner

to Achieve these New World Imperatives

Adding world-class expertise for success today —
and in the future




Designed to:

Enable innovation through secured,
end-to-end infrastructure and platforms

Reduce number and complexity
of required security controls

Reduce redundant security expenses

Improve organizational and operational agility
and resiliency

Leverage industry expertise to help
unify policy management

Deliver needed visibility, control

and automation m
[
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GOVERNARCE, CONTHROL
amvnad ALIDIT fror INFORBMATEION
angd RELATED TECHNOLOGY

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY

o DATA AND INFORMATION
@ APPLICATION AND PROCESS '

NETWORK, SERVER AND END POINT |

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software




World class security reducing cost and complexity

A proven leader in security
optimization of
Professional Services,
Integrated Security
Products and Managed
Services

Proactive threat and
vulnerability monitoring
and management of an
organization’s IT
infrastructure

Prioritizes security risk
management activities
across physical and virtual
systems

Addresses compliance
concerns by assessing and
implementing the proper
security controls

Perimeter

Intrusion prevention

Firewall

Universal threat
management

User identification
Access control

Security event and log
management

Local Area Network
(LAN)
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Intrusion prevention

Vulnerability

management and protection

Remediation

Security event and log
management

Hosts and the

Data Center

Host protection
(server and desktop)

Messaging and Web
security

Vulnerability
management

Data security

Security event and log
management



Cut costs
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Get more from existing infrastructure

Ve

Increase productivity

Defer capital
expenditures

Ease staffing
pressures

Provide
immediate
savings and
lower total
cost of
ownership
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Actions to take: How IBM Internet Security Systems solutions can hel
Conduct an _ : . —
assessment to IBM Information Security Assessment: Identify ways to optimize
. . security infrastructure spending and create a transition road map
Identlfy cost that allows clients to reduce costs.
savings
S'mp“fY and IBM Managed Security Services:  Reduce on-going security
consolidate management costs by up to 55% percent through the reduction in
security security infrastructure complexity, and improved employee
infrastructure productivity
management
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Actions to take: How IBM Internet Security Systems solutions can hel p:
Ensure IT is
responsive to IBM Application Security Assessment:  Optimize application

performance by reducing downtime and the security risks

changing business : . ; ; : o
ging associated with the extension of business on-line applications.

needs
Optimize security IBM Managed Security Services:  Frees staff of repetitive, non-
infrastructure critical tasks while reducing the complexity of the IT environment,

allowing the resources to be reallocated for projects that improve IT

erformance and - \
P efficiency and new business capabilities.

Investments




Actions to take:

Reduce expense
associated with
downtime

How IBM Global Technology Services can help:

/

IBM Penetration Testing:  Quickly identify and remediate security
risks in your network infrastructure that could lead to costly security
breaches and downtime.

Protect your network
assets and data from costly security breaches -- save an average of
15-20+ times your investment,.

IBM Managed Security Services:  Protect your network assets and
data from costly security breaches 24/7, with a guaranteed level of

protection and cost savings of up to 55%.
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Delivering Value Through leferentlatlon

Breadth of services
— Monitored and Managed Services, vendor agnostic
— Cloud-based
— Security as a service
Integrated services
— Correlation of security vulnerabilities with events to provide optimized security
— Single management view and control of enterprise—wide security posture
— Integrated executive and technical reporting

Flexible service options

— Maintain as much control as you want—monitored, managed, unmanaged, combination
of both

— Protection on demand—nights, weekends, off-hours
Strong Service Level Agreements (SLAS)

— Built on security best practices

— Performance-based — Guaranteed Protection services

Virtual Security Operations Center
— Integrated services architecture combining:
* Management Portal
* Integrated X-Force Security Intelligence
* XPS (Normalization, aggregation, correlation, archival, escalation, remediation)

— Finds the needle in the haystack

— Work flow, ticketing, emergency response and forensics, comprehensive reporting
Security Expertise

— Security is all we do, focused on protection...X-Force
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Breadth of Services



Integrated Services

IBM ISS MSS Continuum

Single view to overall security posture

Integrated data sets across the entire
breadth of services

Correlation regardless of device type or
vendor

Integrated vulnerability management
capabilities for improved accuracy and
better protection

Automated Virtual Patching capabilities for
streamlined remediation

Automated event escalation
Built-in security intelligence




The Power of Integrated Services

“MSS In Action”
Managed Protection Services
with Vulnerability Management Services
Scan network Use the Virtual-SOC portal Upon receipt of the patch .
to detect vulnerabilities. to request application of patch request, an ISS SOC analyst wil

implement an IPS rule, if applicable;
to block access to the specific
vulnerability and apply protection
for the system until it is patched.

updates to protect entire network
or individual servers.



The Power of Integrated Services
“*MSS In Action”

Managed Intrusion Detection/Prevention Service
with the Managed Firewall Services

If ISS monitors and manages firewall ISS requests authorization to implement
and intrusion detection/prevention, and changes to firewall rules and/or IPS policies
an attack is verified... to prevent access from malicious hosts.



The Power of Integrated Services
“MSS In Action”
Security Event & Log Management Services & Managed Intrusion
Detection/Prevention Services or Managed Firewall S  ervices



The Power of Integrated Services
“MSS In Action”

X-Force ® Threat Analysis and
Vulnerability Management Services



Flexible Service Options

IBM ISS MSS Continuum Multiple service levels to fit business goals

A Dynamic outsourcing:

— Anytime: Peak hours, off-peak hours,
days, nights, weekends

— Anyhow: In-house, outsourced or a
combination of both

— Anywhere: Multiple devices, globally,
remotely

/ \ Traditional and performance-based SLAs
/ \ Vendor and device agnostic services

Traditional managed service options, cloud-
based, Security as a service delivery options
(Security enablement services)




Strong SLAs



What is a Virtual-SOC

Virtual-SOC is the integrated security architecture enabling IBM ISS to deliver market-
leading Managed Security Services by combining advanced analysis and correlation
capabilities, artificial intelligence, industry-lea ding security expertise and SLAs, and a
high impact Web-based management portal in a single unified system.

Allows You To:

Optimize Resources

Reduce Complexity

Enforce Security Policy

Improve Overall Security Posture
Demonstrate Compliance




Total Cost of Ownership-Reducing Complexity, Improving
Employee Productivity, Infrastructure Optimization

Virtual-SOC Portal




Virtual-SOC Integrated Services Architecture
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XPS databases and logic
engines are referenced and the
data analyzed by our industry 225,000,000 } Patential Alerts
leading expert system - '

Events eliminated and ' | Alerts Generated by
validated by analysts 150,000 XPS

Solutions researched and \ 1 | Filtered by your
analysis and risk ratings applied 'm Customized IT Profile

6 events of significant risk - Prioritized Ewvents with Solutions Requiring
that requireu client response ' f Client Action - MSS Portal Updated




Virtual-SOC Integrated Services Architecture

Multi-vendor security systems generate overwhelming numbers
of raw logs, events & alerts.



Virtual-SOC Integrated Services Architecture

O In real-time, all the security data is imported int 0 ISS’ technology
platform at our Security Operation Centers (SOC). T  he data is then
authenticated, encrypted, verified, & normalized.



Virtual-SOC Integrated Services Architecture

Q Security event data enters ISS’ data warehouse

A powerful data mining engine queries, analyzes, co  rrelates
& prioritizes the data.



Virtual-SOC Integrated Services Architecture

Q ISS security professionals analyze & evaluate ther  esults.
Security threat patterns are identified & valid eve  nts reported.



Virtual-SOC Integrated Services Architecture

Q ISS analysts keep in constant touch with their assi gned clients,
proactively contacting & continually helping them s hore up
their defenses.



Virtual-SOC Integrated Services Architecture

Enables companies to see the global state of their security any time.
O Provides constant threat profile, security posture, & attack status.
Provides powerful query tools for custom searches.
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Our MSS Market Leadership
Position is Strong!

Frost & Sullivan,

O March 2009

O

Gartner, April 2009 Forrester, 2007



Security Expertise...X-Force Research & Development

The IBM Internet Security Systems X-Force research
and development team: the world’s leading enterpris e
security organization

The core of all IBM Internet Security Systems
products and services

Focuses on analyzing and researching threats and
vulnerabilities to develop preemptive protection
technologies

Integrates with IBM MSS for global threat monitoring

Maintains the most comprehensive vulnerability
DB in the world, and analyzes each and every one
to determine impact against threats
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